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Integrated Solutions Delighting You Always

Enhance Document Control With

ADOBE LIVECYCLE® RIGHTS
MANAGEMENT ES SERVER

Create your own rules with Adobe LiveCycle® Rights Management ES Server.

Afterall, you are in the best position to know what truly works foryour company, department,
orworkgroup. With Canon’s Integrated Solutions, you will be able to create policies that are
embedded into scanned documents. These documents when opened will trigger a check
to ensure the latest policies and access list on the server are enforced. The end result is
increased confidentiality and flexibility — all without altering your current process.

Create and apply new control policies,
even after document creation
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A Increase document security
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Advanced made simple for you.



Adobe LiveCycle® Rights Management ES Server

Administrators can set document privileges and apply security policies by creating Policy
Protected PDF files created at the device or even after document creation, utilizing the Adobe
LiveCycle® Rights Management ES Server.

This enables administrators to encrypt files and apply persistent and dynamic policies that
help maintain confidentiality and control use. Each recipient’s use of sensitive information,
including when and how often a file is accessed, can also be monitored through detailed
audit logs.

These policies are persistent and are part and parcel of an organization’s data governance
and data loss prevention strategy. Business-critical information is protected, providing greater
assurance that recipients can interact with information in pre-authorized ways, helping
to prevent inadvertent or malicious disclosure of sensitive or confidential information.

How it works

Once a Policy Protected PDF document is created on an imageRUNNER ADVANCE device,
upon attempt by a user to open the protected PDF, the Adobe Reader will contact the
Rights Management Server to check the latest authorized users, expiration, auditing and
watermarking policies set by the administrator. These latest policies will then be enforced by
that application to ensure the information in that document remains secure.
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Full, up-to-date protection throughout the information lifecycle

This feature allows protected access to documents throughout the
information lifecycle. It also permits policy-based enforcement and
dynamic policy control of documents that have been created in the past.
This feature can also ensure that only the latest documents are used or
in circulation. Lastly, system administrators have the ability to revoke
access to documents by former employees, former business partners, or
contractors to protect critical information.

Requirements to note:

To be able to generate a PDF linked with Adobe LiveCycle® Rights Management ES,
the Adobe LiveCycle® Rights Management ES must be licensed and pre-configured by
a system administrator and the imageRUNNER ADVANCE device must be connected
via the intranet or internet. The following PDF file formats are not compatible with
Adobe LiveCycle® Rights Management ES: PDF/A-1b and Encrypted PDF.
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The Document Lifecycle safeguarded
by Document Control Policies
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